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III. Generating Secure and Stylish Passwords

Now that we have set up the PasswordGenerator class and established the groundwork for user
interaction, it's time to delve into the fascinating process of generating secure and stylish
passwords. In this section, we will explore how to utilize random characters and incorporate user
preferences to craft passwords that meet the highest security standards. Let's dive in:
A. Generating Random Characters

To create a strong and unpredictable password, we need to generate random characters from
various character sets. The random and string modules we imported earlier come to the rescue
once again. Here's an outline of the code snippet that handles the character generation:

import random
import string

class PasswordGenerator(QWidget):
    def __init__(self):
        # ...

    def generate_password(self):
        # ...

        characters = string.ascii_letters
        if include_numbers:
            characters += string.digits
        if include_symbols:
            characters += string.punctuation

        password = ''.join(random.choice(characters) for _ in range(password_length))

        # ...

Within the generate_password function, we define the characters variable to hold the set of
characters from which our password will be composed. By default, we start with the ascii_letters
set, which includes both uppercase and lowercase letters.

Based on the user's preferences, as determined by the include_numbers and include_symbols
checkboxes, we append the corresponding character sets (`digits` and punctuation) to the
characters string.

Finally, we utilize a list comprehension and the random.choice() function to select random
characters from the combined characters string, repeating this process password_length times.
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The resulting characters are then joined together to form the final password.
B. Displaying the Generated Password

Once we have generated the password, we need to display it to the user. To achieve this, we'll
utilize a QLabel widget within our GUI. Here's an outline of how it can be implemented:

class PasswordGenerator(QWidget):
    def __init__(self):
        # ...

        self.password_label = QLabel()
        layout.addWidget(self.password_label)

    def generate_password(self):
        # ...

        self.password_label.setText(password)

Inside the __init__ method of the PasswordGenerator class, we initialize a QLabel widget called
self.password_label. This label will be used to display the generated password.

Within the generate_password function, we call self.password_label.setText(password) to set the
text of the label to the generated password. This ensures that the password is visually presented
to the user within the GUI.

With the process of generating secure and stylish passwords in place, we are now equipped to
embark on the final steps of our password generator application. In the upcoming section, we will
explore the implementation of a loading animation, handle user input validation, and put the
finishing touches on our captivating GUI. Stay tuned for the grand finale of our password
generator journey!
IV. Enhancing the User Experience

In this final section of our password generator application, we will focus on enhancing the user
experience by incorporating a loading animation, handling user input validation, and adding the
finishing touches to our captivating GUI. These final touches will ensure that our users are
enchanted by the application's seamless functionality and aesthetic appeal. Let's dive in:
A. Implementing a Loading Animation

To provide visual feedback and engage users while the password is being generated, we will
incorporate a loading animation. PyQt5 offers the QMovie class, which enables us to display
animated GIFs. Here's an outline of how we can integrate a loading animation into our application:

import os
from PyQt5.QtGui import QMovie

class PasswordGenerator(QWidget):
    def __init__(self):
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        # ...

        self.loading_label = QLabel()
        layout.addWidget(self.loading_label)

        gif_path = os.path.join(os.path.dirname(__file__), "loading.gif")
        self.movie = QMovie(gif_path)
        self.loading_label.setMovie(self.movie)

    def generate_password(self):
        # ...

        self.movie.start()

        # ...

        self.movie.stop()

Inside the __init__ method of the PasswordGenerator class, we create a QLabel widget called
self.loading_label and add it to the layout. This label will serve as the container for our loading
animation. Next, we load the animated GIF file (`loading.gif`) using the QMovie class. The path to
the GIF file is constructed by joining the directory of the script file with the name of the GIF file.

Finally, within the generate_password function, we start the animation by calling self.movie.start()
when the password generation process begins. Once the password is generated and displayed,
we can stop the animation using self.movie.stop().
B. Handling User Input Validation

To ensure that our application functions smoothly and prevents errors, we need to handle user
input validation. In our case, we want to validate the password length input to ensure it is a
positive integer. Here's how we can incorporate input validation into our code:

class PasswordGenerator(QWidget):
    def __init__(self):
        # ...

    def generate_password(self):
        # ...

        # Retrieve password length from user input
        try:
            password_length = int(self.length_input.text())
            if password_length <= 0:
                raise ValueError()
        except ValueError:
            # Handle invalid input
            return
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        # ...

Within the generate_password function, we utilize a try-except block to handle the conversion of
the password length input to an integer. If the conversion is successful and the password length is
greater than zero, the code continues execution. Otherwise, a ValueError is raised, indicating
invalid input.

In the event of invalid input, we can handle it appropriately, such as displaying an error message
or resetting the input field. In the example above, we simply return from the function, allowing the
user to correct their input.
C. Finalizing the GUI

To add the finishing touches to our captivating GUI, we can implement additional features such as
aligning the password label, setting fonts, and applying aesthetic enhancements. Here's an
example of how we can finalize the GUI:

from PyQt5.QtCore import Qt, QTimer
from PyQt5.QtWidgets import QApplication, QWidget, QVBoxLayout, QLabel, QLineEdit,
QPushButton

class PasswordGenerator(QWidget):
    def __init__(self):
        # ...

        self.password_label = QLabel()
        self.password_label.setAlignment(Qt.AlignCenter)
        self.password_label.setFont(QFont("Arial", 15))
        layout.addWidget(self.password_label)

        # ...

if __name__ == "__

main__":
    # ...

Inside the __init__ method of the PasswordGenerator class, we set the alignment of the password
label to Qt.AlignCenter, ensuring it is centered horizontally within its container. Additionally, we set
the font of the label to "Arial" with a size of 15 using QFont.

By applying these aesthetic enhancements and aligning the GUI elements, we create a visually
pleasing and polished user interface.

Congratulations! With the implementation of a loading animation, user input validation, and the
final touches to our GUI, our password generator application is now a complete masterpiece. You
have embarked on an incredible journey to learn how to create secure and stylish passwords with
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the utmost user experience. It's time to showcase your creativity and share this remarkable tool
with the world!

As we conclude this extraordinary adventure, we hope you enjoyed the process of building this
password generator and discovered the power of PyQt5 in creating captivating GUI applications.
May your passwords be secure, stylish, and always remembered. Happy generating!

#Full-Code:

import random
import string
from PyQt5.QtWidgets import QApplication, QWidget, QVBoxLayout, QLabel, QLineEdit,
QPushButton, QCheckBox
from PyQt5.QtGui import QMovie, QPainter, QColor, QLinearGradient, QFont
from PyQt5.QtCore import Qt, QTimer
import sys
import os

class PasswordGenerator(QWidget):
    def __init__(self):
        super().__init__()
        self.setWindowTitle("Password Generator")

        layout = QVBoxLayout()

        length_label = QLabel("Password Length:")
        self.length_input = QLineEdit()
        layout.addWidget(length_label)
        layout.addWidget(self.length_input)

        self.include_numbers = QCheckBox("Include Numbers")
        self.include_symbols = QCheckBox("Include Symbols")
        layout.addWidget(self.include_numbers)
        layout.addWidget(self.include_symbols)

        self.generate_button = QPushButton("Generate Password")
         self.generate_button.clicked.connect(self.generate_password)
        layout.addWidget(self.generate_button)

        self.password_label = QLabel()
        self.password_label.setAlignment(Qt.AlignCenter)
        self.password_label.setFont(QFont("Arial", 15))
        layout.addWidget(self.password_label)

        self.loading_label = QLabel()
        gif_path = os.path.join(os.path.dirname(__file__), "loading.gif")
        self.movie = QMovie(gif_path)
        self.loading_label.setMovie(self.movie)
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        layout.addWidget(self.loading_label)

        self.setLayout(layout)

    def generate_password(self):
        self.generate_button.setEnabled(False)
        self.movie.start()

        password_length = int(self.length_input.text())
        include_numbers = self.include_numbers.isChecked()
        include_symbols = self.include_symbols.isChecked()

        characters = string.ascii_letters
        if include_numbers:
            characters += string.digits
        if include_symbols:
            characters += string.punctuation

        password = ''.join(random.choice(characters) for _ in range(password_length))

        self.timer = QTimer()
        self.timer.setSingleShot(True)
        self.timer.timeout.connect(lambda: self.display_password(password))
        self.timer.start(5000)  # 5 seconds

    def display_password(self, password):
        self.movie.stop()
        self.generate_button.setEnabled(True)
        self.password_label.setText(password)

    def paintEvent(self, event):
        painter = QPainter(self)
        painter.setRenderHint(QPainter.Antialiasing)

        gradient = QLinearGradient(self.rect().topLeft(), self.rect().bottomLeft())
        gradient.setColorAt(0, QColor(255, 255, 255, 150))
        gradient.setColorAt(1, QColor(255, 255, 255, 0))

        painter.setBrush(gradient)
        painter.setPen(Qt.NoPen)
        painter.drawRect(self.rect())

if __name__ == "__main__":
    app = QApplication(sys.argv)
    window = PasswordGenerator()
    window.show()
    sys.exit(app.exec_())
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